California Emergency Management Agency

State Continuity Planning Program

CONTINUITY PLANNING PROGRAM GLOSSARY

*The terms with an asterisk in front are those used in both the Disaster Recovery and Continuity
Planning Programs. These definitions are aligned to create a standard, common usage for
recovery and continuity planning efforts.

*Activation — The implementation of capabilities, procedures, activities, and plans in
response to an emergency or disaster declaration; the execution of the emergency
response plan and or/business recovery plan.

*Activation Team — An identified group of trained personnel who will be convened upon
the occurrence of a situation that affects the continuation of agency or department’s
essential and/or mission critical business functions. The team will assess the situational
information and make a determination or recommendation regarding the continuation of
essential or mission critical business functions. This type of team may operate under
several different names such as Crisis Management Team, Activation Team, Executive
Team, or Continuity Team.

Agencies — State Executive Branch agencies, departments, and independent
organizations.

Agency Head — The highest-ranking official of the primary occupant agency or a
successor or designee selected by the official.

*Alternate Facility — Also referred to as a continuity facility, it can have any one of the
following meanings: (1) A location, other than the normal facility, designated to be used to
carry out essential or mission critical business functions. (2) An alternate operating
location to be used by business functions when the primary facilities are inaccessible. (3)
Another location, computer center or work area designated for recovery. (4) Location,
other than the main facility, that can be used to conduct business/essential functions. (5)
A location, other than the normal facility, used to process data and/or conduct critical
business functions in the event of a disaster. (6) Alternate or continuity facilities refer to
not only other locations, but also nontraditional options such as working at home
(“Teleworking”), telecommuting, and mobile-office concepts.

Automated Data Processing (ADP) Equipment — Equipment that performs data
processing largely by automatic means.
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Collateral Damage — Injury to personnel or damage to facilities that are in unaffected
parts of a facility, including damage to equipment or contents as a result of fire or flood.

*Command and Control — Commands the local Emergency Operations Center (EOC)
reporting up to senior management on the recovery process. Has the authority to invoke
the local recovery plan.

Consumable Office Supplies — General supplies that are consumed in office use.

Continuity — An uninterrupted ability to provide services and support, while maintaining
viability, before, during and after an event.

Continuity Guidance Circular (CGC) — The CGC 1 is a guidance document that provides
direction to non-federal entities for developing continuity plans and programs.

*Continuity of Government (COG) — The preservation, maintenance, or reconstitution of
the institution of government. It is the ability to carry out an organization’s constitutional
responsibilities. This is accomplished through succession of leadership, the pre-delegation
of emergency authority, and active command and control.

*Continuity of Operations (COOP) — The activities of individual departments and
agencies and their sub-components to ensure that their essential functions are continued
under all circumstances. This includes plans and procedures that delineate essential
functions; specify succession to office and the emergency delegation of authority; provide
for the safekeeping of vital records and databases; identify alternate operating facilities;
provide for interoperable communications; and validate the capability through tests,
training, and exercises.

Continuity of Operations Plan — A plan to ensure the safety of employees and the
resumption of time-sensitive operations and services following an emergency.

Continuity Communications — Alternate communications both internal and external that
provide the capability to perform essential functions, in conjunction with other agencies,
until normal operations can be resumed.

Continuity Event — This refers to any event that requires an agency or department to

relocate resources or operations to an alternate site to assure the continuation of its
essential functions.
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Continuity Planning — Historically, the federal government defined continuity efforts
using the terms “COOP” and “COG.” These were often separate and compartmentalized
activities. This old organizational framework has changed and the new program uses
instead the reference to “Continuity Planning” as an overlapping integration of continuity
of operations and continuity of government concepts.

Critical Infrastructure Protection (CIP) — Risk management actions intended to prevent
a threat from attempting to, or succeeding at, destroying or incapacitating critical
infrastructures. Ciritical infrastructures are those systems and assets so vital to the Nation
that their incapacity or destruction would have a debilitating impact on national security,
national economic security, and/or national public health or safety.

*Data Recovery — The restoration of data from backup media to restore programs and
production data to the state that existed at the time of the last safe backup.

Delegation of Authority — Specifies who is authorized to act on behalf of the agency or
department head and other key officials for specific purposes.

*Dependency — The reliance, directly or indirectly, of one activity or process upon
another, including internal/external dependencies and IT/Non-IT dependencies.

Devolution — The capability to transfer the authority and responsibility for essential
functions from an agency's primary operating staff and facilities to other employees and
facilities, and to sustain that operational capability for an extended period.

Disaster Service Worker — Per the California Government Code, Section 3100, all public
employees are declared to be disaster service workers subject to such disaster service
activities as may be assigned to them by their superiors or by law.

Disaster Recovery Plan (formerly known as Operational Recovery Plan) -- Disaster
Recovery is the technical recovery plan for networks, systems, applications, data, and
communications, both voice and data. Disaster Recovery Planning provides for the
recovery and restoration of an agency’s information technology and telecommunications
infrastructure in support of critical business functions, to minimize decision-making during
an event, thus producing the greatest benefit from the remaining limited resources, and
achieves a systematic and orderly migration toward the resumption of all computing
services within an agency following a business or governmental disruption.
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Drive-Away Kit — A kit prepared by, and for, an individual who expects to deploy to an
alternate location during an emergency. It contains items needed to minimally satisfy
personal and professional needs during deployment. This is also referred to as “Go Kits.”

*Emergency Operating Records — Records that support the execution of an agency's
essential or mission critical business functions, such as plans and directives, lines of
succession, delegations of authority, and references for performing essential or mission
critical business functions.

Enduring Constitutional Government (ECG) — A cooperative effort among the
Executive, Legislative, and Judicial branches of government, coordinated by the
President, to preserve the capability to execute constitutional responsibilities in a
catastrophic emergency.

Emergency Response Group (ERG) — An identified group of trained personnel assigned
the responsibility of relocating to the designated alternate facility to continue essential
functions upon a Continuity Plan Activation.

*Essential Functions — Functions that enable the agency or department, on behalf of the
state, to provide vital services, exercise civil authority, maintain the safety and well being
of the general populace, and sustain the industrial/economic base in an emergency.

Essential Resources — Resources that support the agency or department’s ability to
provide vital services, exercise civil authority, maintain the safety and well being of the
general populace, and sustain the industrial/economic base in an emergency.

*Event — A sudden, unplanned catastrophic disruption causing unacceptable damage or
loss, which may impact or interrupt services.

Executive Agent — A term used to indicate a delegation of authority by a superior to a
subordinate to act on behalf of the superior. An executive agent may be limited to
providing only administrative support or coordinating common functions, or it may be
delegated authority, direction, and control over specified resources for specified
purposes.

Federal Continuity Directive (FCD) — A document developed and promulgated by DHS

which directs the executive branch departments and agencies to carry out identified
continuity planning requirements and assessment criteria.
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Incident — An occurrence or event, either human-caused or by natural phenomena, that
requires action by emergency response personnel to prevent or minimize loss of life or
damage to property and/or natural resources.

Interagency Agreements — A written agreement entered into between agencies that
require specific goods or services to be furnished or tasks to be accomplished by one
agency in support of the other.

Interoperability — (1) The ability of systems, personnel, or agencies to provide services
to and accept services from other systems, personnel, or agencies and to use the
services so exchanged to enable them to operate effectively together. (2) The condition
achieved among communications-electronic systems or items of communications-
electronics equipment when information or services can be exchanged directly and
satisfactorily between them and/or their users.

Legal and Financial Records — Records that are needed to protect the legal and
financial rights of the government and of the persons affected by its actions.

*Lines of Succession — Provisions for the assumption of senior agency offices and other
key positions during an emergency in the event that any of those officials are unavailable
to execute their legal and/or essential duties.

Logistical Support Services — Personnel who have the skills and authority to coordinate
the provision of resources and services.

*Mission Critical Data — Information essential to supporting the execution of an agency's
essential or mission critical business functions.

*Mission Critical Resources —The minimum resource requirements needed to perform

or restore an agency’s essential or mission critical business functions. Ciritical resources
could include facilities, communication systems, personnel, vital records and databases,
vital systems and equipment, key vendors, and other government agencies. Worksheet
3: Resource Requirements for Essential Functions may be used to capture an agency’s

mission critical resources.

*Mission Critical Systems — Information Technology equipment essential to supporting

the execution of an agency’s essential or mission critical business functions, including
hardware, software, networking components, etc.
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Multi-Year Strategy and Program Management Plan — A multiple-year process to
ensure the maintenance and continued viability of Continuity Plans.

Occupant Emergency Plan (OEP) — A short-term emergency response program that
establishes procedures for safeguarding lives and property directly following an
emergency. Also known as Facility Emergency Plans or Evacuation Plans.

Primary Operating Facility — The site of normal, day-to-day operations; the location
where an employee usually goes to work.

*Priority Classifications — The act or process of classifying actions, operations, or tasks
to specific groups or categories according to established criteria, such as precedence or
merit of attention before competing alternatives.

Procedures — A document that outlines a series of action steps taken to accomplish a
desired end result.

Processes — To put through the steps of a prescribed procedure: a series of actions,
changes, or functions.

Provisions — The act of supplying or fitting out, or a stock of necessary supplies.

*Reconstitution — The process by which agency personnel resume (transition back to)
normal agency operations from the alternate location back to the primary or replacement
primary operating facility.

Risk Analysis — The identification and assessment of hazards and the frequency of
occurrence.

Senior Activation Team — A pre-identified group of trained personnel who are convened
following an event which affects the continuation of agency/departmental essential
functions. The team will assess situational information and make a determination or
recommendation regarding the continuation of essential functions. This type of team may
operate under several different names such as Crisis Management Team, Activation
Team, Executive Team, or Continuity Team.

Telecommuting — When an employee carries out their work duties at their residence or
another convenient site rather than their official duty station.
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Telecommuting locations — These locations may be set up with computers and
telephones to enable employees to work at a location closer to their residence rather than
their official duty station.

*Test, Training, and Exercises (TT&E) — Measures to ensure that an agency's
continuity program is capable of supporting the continued execution of its essential or
mission critical business functions throughout the duration of an event.

Virtual offices — A location or environment where an employee performs work through
the use of portable information technology and communication packages.

Vital Databases — Information systems needed to perform and support essential
functions during a continuity event.

*Vital Records — Electronic and hardcopy documents, references, and records needed to
perform and support essential or mission-critical functions, including those records
essential to protecting the legal and financial rights of that organization and of the
individuals directly affected by its activities.
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